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DETAILED ACTION 

1. This is in response to the applicant's communication filed 
on 27 February 2004, wherein: 

Claims 1-30 are currently pending. 

Specification 

2. The title of the invention is not descriptive. A new title 
is required that is clearly indicative of the invention to which 
the claims are directed. 

The following title is suggested: Method and System for 
Remote Monitoring and Control of an Application. 

3. The disclosure is objected to because of the following 
informalities : 

a. Paragraph 8 does not make sense as written; 

b. Paragraph 4 9, sentence 1 should read "...certain number 
of services." 

Appropriate correction is required. 

Claim Objections 

4. Claim 1 is objected to because of the following 
informalities: the claim should read "...and under control of a 
runtime environment..." Appropriate correction is required. 

5. Claim 4 is objected to because of the following 
informalities: the claim as written is dependent on itself. 
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Examiner assumes applicant intended the claim to be dependent on 
claim 1. Appropriate correction is required. 

6. Claim 21 is objected to because of the following 
informalities: the claim should read "...service consumer requests 
of the service provided..." Appropriate correction is required. 

7. Claim 23 is objected to because of the following 
informalities: the claim should read "...the system comprising..." 

8. Claim 25 is objected to because of the following 
informalities: the claim should read "The system of claim 24..." 

Claim Rejections - 35 USC §102 

9. The following is a quotation of the appropriate paragraphs 
of 35 U.S.C. 102 that form the basis for the rejections under 
this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published 
under section 122 (b) , by another filed in the United States before the 
invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed in the United States before the 
invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 351 (a) shall have the 
effects for purposes of this subsection of an application filed in the 
United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English 
language . 

10. Claims 10-11, 14-15, 17-20, 22-24, 26, and 28-29 are 
rejected under 35 U.S.C. 102(e) as being anticipated by Maso et 
al. (US 7028225) . 

Referring to claim 10: 
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Maso discloses a method for apprising a service 
provider when an application that uses services of a 
service provider is misbehaving (col. 2, lines 21-26), the 
method comprising: 

providing an indication of misbehavior for the 
application; and under control a runtime environment, 
when the application requests a service of the service 
provider col. 3, lines 58-60, i.e. system failure is 
construed as an indication of misbehavior) , 

requesting the service provider to provide the 
service; and when the application behaves in accordance 
with the indication of misbehavior, notifying the service 
provider that the application is misbehaving (col. 3, lines 
29-45-56); and 

prohibiting execution of the application (col. 7, 
lines 29-37) . 
Referring to claim 11: 

Claim 11 is dependent on claim 10; therefore the rejection 
of claim 10 is incorporated herein. Maso further discloses 
wherein the indication of misbehavior is exceeding a number of 
requests for services of the service provider (col. 2, line 45- 
48) . 

Referring to claim 14: 



Application/Control Number: 10/789,805 Page 5 

Art Unit: 4154 

Claim 14 is dependent on claim 10; therefore the rejection 
of claim 10 is incorporated herein. Maso further discloses 
wherein the service provider aggregates notifications provided 
by different consumer systems to determine whether the 
application should be authorized to request services of the 
service provider (col. 16, lines 12-19). 

Referring to claim 15: 

Claim 15 is dependent on claim 10; therefore the rejection 
of claim 10 is incorporated herein. Maso further discloses 
wherein the service provider aggregates notifications provided 
by a consumer system to determine whether the consumer system 
should not be authorized to request services of the service 
provider (col. 16, lines 12-30). 

Referring to claim 17, the rejection of claim 10 is 
incorporated herein. 

Maso discloses a method of a service provider for 
determining whether an application should not be authorized to 
request services of the service provider, the method comprising: 
when service consumers determine that the application 

is misbehaving, receiving notifications of the misbehavior 

from the service consumers; 
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determining whether a condition of misbehavior is 
satisfied based on the received notification from different 
consumers; and 

when a service request is received to provide services 
to the application and it is determined that the condition 
of misbehavior is satisfied, refusing to provide the 
requested service (col. 2, line 64 thru col. 4, line 9 and 
col . 7, lines 29-37) . 
Referring to claim 18: 

Claim 18 is dependent on claim 17; therefore the rejection 
of claim 17 is incorporated herein. Maso further discloses 
wherein the condition of misbehavior is when multiple service 
consumers provide notifications that the application has 
attempted to exceed an established limit of requests for 
services from the service provider (col. 2, line 64 thru col. 4, 
line 9 and col. 7, lines 29-37). 

Referring to claim 19: 

Claim 19 is dependent on claim 17; therefore the rejection 
of claim 17 is incorporated herein. Maso further discloses 
including receiving from another service provider a notification 
that the application is misbehaving wherein the condition of 
misbehavior is satisfied based on the notification received from 
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another service provider (col. 2, line 64 thru col. 4, line 9 
and col. 7, lines 29-37). 

Referring to claim 20: 

Claim 20 is dependent on claim 17; therefore the rejection 
of claim 17 is incorporated herein. Maso further discloses 
including notifying service consumers that the application is 
not authorized to request services of the service provider (col. 
7, lines 29-37) . 

Referring to claim 22: 

Claim 22 is dependent on claim 17; therefore the rejection 
of claim 17 is incorporated herein. Maso further discloses 
wherein the condition of misbehavior is based on an aggregation 
of the service consumer notifications (col. 16, lines 12-19). 

Referring to claim 23, the rejection of claim 10 is 
incorporated herein. 

Maso discloses a computer system for providing notification 
to a service provider that an application is misbehaving, the 
method comprising: 

a component that installs the application on the service 
consumer and establishes an indication of misbehavior for the 
application; and 

a runtime environment that requests the service provider to 
provide a service when the application requests a service of the 
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service provider, and that notifies the service provider that 
the application is misbehaving when the application behaves in 
accordance with the indication of misbehavior (col. 2, line 64 
thru col. 4, line 9 and col. 7, lines 29-37). 
Referring to claim 24: 

Claim 24 is dependent on claim 23; therefore the rejection 
of claim 23 is incorporated herein. Maso further discloses 
including prohibiting execution of the application when the 
application behaves in accordance with the indication of 
misbehavior (col. 2, line 64 thru col. 4, line 9 and col. 7, 
lines 29-37) . 

Referring to claim 26: 

Claim 26 is dependent on claim 23; therefore the rejection 
of claim 23 is incorporated herein. Maso further discloses 
wherein the indication of misbehavior is exceeding a number of 
requests for services of the service provider (col. 2, line 64 
thru col. 4, line 9 and col. 7, lines 29-37). 

Referring to claim 28: 

Claim 28 is dependent on claim 23; therefore the rejection 
of claim 23 is incorporated herein. Maso further discloses 
wherein the service provider aggregates notifications provided 
by different consumer systems to determine whether the 
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application should be authorized to request services of the 
service provider (col. 16, lines 12-19). 
Referring to claim 29: 

Claim 29 is dependent on claim 23/ therefore the rejection 
of claim 23 is incorporated herein. Maso further discloses 
wherein the service provider aggregates notifications provided 
by a consumer system to determine whether the consumer system 
should not be authorized to request services of the service 
provider (col. 16, lines 12-30). 

Claim Rejections - 35 USC §103 

11. The following is a quotation of 35 U.S.C. 103(a) which 
forms the basis for all obviousness rejections set forth in this 
Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

12. Claims 1, 3, 4, and 7-9 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Choate (US 20010054026) in view of 
Maso et al . (US 7028225) . 

Referring to claim 1: 

Choate discloses a method comprising: 
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when installing an application, establishing a limit 
on services of a service provider that the application is 
authorized to use (paragraph 31) ; and 

under control a runtime environment, providing the 
application with access to the established limit (paragraph 
31) ; 

when the application requests a service of the service 
provider, determining whether the request would exceed the 
established limit (paragraph 31) ; 
Choate does not disclose, but Maso does disclose: 

when it is determined that the request would not 
exceed the established limit, requesting the service 
provider to provide the service (col. 2, line 64 thru col. 
4, line 9 and col. 7, lines 29-37); and 

when it is determined that the request would exceed 
the established limit, 

notifying the service provider that the application is 
misbehaving (col. 2, line 64 thru col. 4, line 9 and col. 
7, lines 29-37) ; and 

prohibiting execution of the application on the 
consumer system (col. 2, line 64 thru col. 4, line 9 and 
col . 7, lines 29-37) . 
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One of ordinary skill in the art would look to the prior 
art for suggestions on how to make improvements in a system for 
determining if an application is misbehaving. Therefore, the 
combined teachings of Choate and Maso would render claim 1 
obvious because a person of ordinary skill in the art would find 
sufficient motivation to combine the prior art references in a 
manner, with a reasonable expectation of success, to achieve the 
claimed invention. 

Referring to claim 3: 

Claim 3 is dependent on claim 1/ therefore, the rejection 
of claim 1 is incorporated herein. Choate discloses including 
before completing installation of the application determining 
whether the application is authorized to request services of the 
service provider (paragraph 27). 

Referring to claim 4: 

Claim 4 is dependent on claim 1; therefore, the rejection 
of claim 1 is incorporated herein. Choate discloses wherein the 
consumer system requests the service provider to indicate 
whether the application is authorized (paragraph 28) . 

Referring to claims 7-9: 

Claims 7-9 are dependent on claim 1; therefore, the 
rejection of claim 1 is incorporated herein. Choate discloses 
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wherein the limit is established by a user of the consumer 
system (paragraph 31) ; wherein the limit is established based on 
published requirements of the application (paragraph 31) ; and 
wherein multiple service providers can provide equivalent 
services and the application can requests services one of those 
service providers as designated by the consumer system 
(paragraph 26) . 

13. Claims 13, 16, 21, 27, and 30 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Maso et al . (US 7028225) in 
view of Choate (US 20010054026) . 

One of ordinary skill in the art would look to the prior 
art for suggestions on how to make improvements in a system for 
determining if an application is misbehaving. Therefore, the 
combined teachings of Maso and Choate would render claims 13, 
16, 21, 27, and 30 obvious because a person of ordinary skill in 
the art would find sufficient motivation to combine the prior 
art references in a manner, with a reasonable expectation of 
success, to achieve the claimed invention. 

Referring to claim 13: 

Claim 13 is dependent on claim 10; therefore, the rejection 
of claim 10 is incorporated herein. Maso does not disclose, but 
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Choate does disclose including before installing the application 
determining whether the application is authorized to request 
services of the service provider (paragraph 27) . 
Referring to claim 16: 

Claim 16 is dependent on claim 10; therefore, the rejection 
of claim 10 is incorporated herein. Maso does not disclose, but 
Choate does disclose wherein the limit is established by a user 
of a consumer system (paragraph 31) . 

Referring to claim 21: 

Claim 21 is dependent on claim 20; therefore, the rejection 
of claim 20 is incorporated herein. Maso does not disclose, but 
Choate does disclose wherein a service consumer requests the 
service provider whether the application is authorized 

(paragraph 27) . 
Referring to claim 27: 

Claim 27 is dependent on claim 23; therefore, the rejection 
of claim 23 is incorporated herein. Maso does not disclose, but 
Choate does disclose including a component that, before 
installing the application, determines whether the application 
is authorized to request services of the service provider 

(paragraph 27) . 
Referring to claim 30: 
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Claim 30 is dependent on claim 23; therefore, the rejection 
of claim 23 is incorporated herein. Maso does not disclose, but 
Choate does disclose wherein the limit is established by a user 
of a service consumer (paragraph 31) . 

14. Claim 2 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over Choate (US 20010054026) in view of Maso et al . 
(US 7028225) and further in view of Davis et al . (US 
20030135509) . 

Claim 2 is dependent on claim 1; therefore, the rejection 
of claim 1 is incorporated herein. Choate and Maso do not 
disclose, but Davis does disclose wherein the prohibiting 
includes uninstalling the application (paragraph 64) . 

One of ordinary skill in the art would look to the prior 
art for suggestions on how to make improvements in a system for 
determining if an application is misbehaving. Therefore, the 
combined teachings of Choate, Maso, and Davis would render claim 
2 obvious because a person of ordinary skill in the art would 
find sufficient motivation to combine the prior art references 
in a manner, with a reasonable expectation of success, to 
achieve the claimed invention. 
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15. Claims 12 and 25 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Maso et al . (US 7028225) in view of Davis 
et al. (US 20030135509) . 

Referring to claim 12: 

Claim 12 is dependent on claim 10; therefore, the rejection 
of claim 10 is incorporated herein. Maso does not disclose, but 
Davis does disclose wherein the prohibiting includes 
uninstalling the application (paragraph 64) . 

One of ordinary skill in the art would look to the prior 
art for suggestions on how to make improvements in a system for 
determining if an application is misbehaving. Therefore, the 
combined teachings of Maso and Davis would render claim 12 
obvious because a person of ordinary skill in the art would find 
sufficient motivation to combine the prior art references in a 
manner, with a reasonable expectation of success, to achieve the 
claimed invention. 

Referring to claim 25: 

Claim 25 is dependent on claim 23; therefore, the rejection 
of claim 23 is incorporated herein. Maso does not disclose, but 
Davis does disclose wherein the prohibiting includes 
uninstalling the application (paragraph 64) . 

One of ordinary skill in the art would look to the prior 
art for suggestions on how to make improvements in a system for 
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determining if an application is misbehaving. Therefore, the 
combined teachings of Maso and Davis would render claim 25 
obvious because a person of ordinary skill in the art would find 
sufficient motivation to combine the prior art references in a 
manner, with a reasonable expectation of success, to achieve the 
claimed invention. 

16. Claims 5 and 6 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Choate (US 20010054026) in view of Maso et al . 
(US 7028225) and further in view of Barnes (US 20030220835) . 

Claims 5 and 6 are dependent on claim 1; therefore, the 
rejection of claim 1 is incorporated herein. 

Choate and Maso do not disclose, but Barnes does disclose 
wherein the service provider aggregates notifications provided 
by different consumer systems to determine whether the 
application should be authorized to request services of the 
service provider (paragraph 77) and wherein the service provider 
aggregates notifications provided by the consumer system to 
determine whether the consumer system should not be authorized 
to request services of the service provider (paragraph 77) . 

One of ordinary skill in the art would look to the prior 
art for suggestions on how to make improvements in a system for 
determining if an application is misbehaving. Therefore, the 



Application/Control Number: 10/789,805 Page 17 

Art Unit: 4154 

combined teachings of Choate, Maso, and Davis would render 
claims 5 and 6 obvious because a person of ordinary skill in the 
art would find sufficient motivation to combine the prior art 
references in a manner, with a reasonable expectation of 
success, to achieve the claimed invention. 

Conclusion 

16. The prior art made of record and not relied upon is 
considered pertinent to applicant's disclosure: 

a. Cline (US 5313616) ; 

b. Christensen et al. (US 5333304); 

c. Anderholm et al . (US 20050183143); 

d. Motoyama et al . (US 7131070); and 

e. Bunch et al . (US 6795856). 

Contact 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to CARRIE A. 
STRODER whose telephone number is (571)270-7119. The examiner 
can normally be reached on Monday - Thursday 7:00 a.m. - 5:00 
p.m. EST. 

If attempts to reach the examiner by telephone are 
unsuccessful, the examiner's supervisor, Vu Le can be reached on 
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(571)272-7332. The fax phone number for the organization where 
this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be 
obtained from the Patent Application Information Retrieval 

(PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free) . If you would 
like assistance from a USPTO Customer Service Representative or 
access to the automated information system, call 800-786-9199 

(IN USA OR CANADA) or 571-272-1000. 

/CARRIE A. STRODER/ /Vu Le/ 

Examiner, Art Unit 4154 Supervisory Patent Examiner, Art Unit 

4154 



